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§23.603

training, experience, competence, and
such other qualification standards as
the Commission finds necessary or ap-
propriate.

§23.603 Business continuity and dis-
aster recovery.

(a) Business continuity and disaster re-
covery plan required. Each swap dealer
and major swap participant shall estab-
lish and maintain a written business
continuity and disaster recovery plan
that outlines the procedures to be fol-
lowed in the event of an emergency or
other disruption of its normal business
activities. The business continuity and
disaster recovery plan shall be designed
to enable the swap dealer or major
swap participant to continue or to re-
sume any operations by the next busi-
ness day with minimal disturbance to
its counterparties and the market, and
to recover all documentation and data
required to be maintained by applica-
ble law and regulation.

(b) Essential components. The business
continuity and disaster recovery plan
of a swap dealer or major swap partici-
pant shall include the following compo-
nents:

(1) Identification of the documents,
data, facilities, infrastructure, per-
sonnel and competencies essential to
the continued operations of the swap
dealer or major swap participant and
to fulfill the obligations of the swap
dealer or major swap participant.

(2) Identification of the supervisory
personnel responsible for implementing
each aspect of the business continuity
and disaster recovery plan and the
emergency contacts required to be pro-
vided pursuant to this regulation.

(3) A plan to communicate with the
following persons in the event of an
emergency or other disruption, to the
extent applicable to the operations of
the swap dealer or major swap partici-
pant: employees; counterparties; swap
data repositories; execution facilities;
trading facilities; clearing facilities;
regulatory authorities; data, commu-
nications and infrastructure providers
and other vendors; disaster recovery
specialists and other persons essential
to the recovery of documentation and
data, the resumption of operations, and
compliance with the Commodity Ex-
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change Act and Commission regula-
tions.

(4) Procedures for, and the mainte-
nance of, back-up facilities, systems,
infrastructure, alternative staffing and
other resources to achieve the timely
recovery of data and documentation
and to resume operations as soon as
reasonably possible and generally with-
in the next business day.

(5) Maintenance of back-up facilities,
systems, infrastructure and alternative
staffing arrangements in one or more
areas that are geographically separate
from the swap dealer’s or major swap
participant’s primary facilities, sys-
tems, infrastructure and personnel
(which may include contractual ar-
rangements for the use of facilities,
systems and infrastructure provided by
third parties).

(6) Back-up or copying, with suffi-
cient frequency, of documents and data
essential to the operations of the swap
dealer or major swap participant or to
fulfill the regulatory obligations of the
swap dealer or major swap participant
and storing the information off-site in
either hard-copy or electronic format.

(7) Identification of potential busi-
ness interruptions encountered by
third parties that are necessary to the
continued operations of the swap deal-
er or major swap participant and a plan
to minimize the impact of such disrup-
tions.

(c) Distribution to employees. Each
swap dealer and major swap partici-
pant shall distribute a copy of its busi-
ness continuity and disaster recovery
plan to relevant employees and
promptly provide any significant revi-
sion thereto. Each swap dealer and
major swap participant shall maintain
copies of the business continuity and
disaster recovery plan at one or more
accessible off-site locations. Each swap
dealer and major swap participant
shall train relevant employees on ap-
plicable components of the business
continuity and disaster recovery plan.

(d) Commission notification. Each swap
dealer and major swap Dparticipant
shall promptly notify the Commission
of any emergency or other disruption
that may affect the ability of the swap
dealer or major swap participant to ful-
fill its regulatory obligations or would
have a significant adverse effect on the
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swap dealer or major swap participant,
its counterparties, or the market.

(e) Emergency contacts. BEach swap
dealer and major swap participant
shall provide to the Commission the
name and contact information of two
employees who the Commission can
contact in the event of an emergency
or other disruption. The individuals
identified shall be authorized to make
key decisions on behalf of the swap
dealer or major swap participant and
have knowledge of the firm’s business
continuity and disaster recovery plan.
The swap dealer or major swap partici-
pant shall provide the Commission
with any updates to this information
promptly.

(f) Review and modification. A member
of the senior management of each swap
dealer and major swap participant
shall review the business continuity
and disaster recovery plan annually or
upon any material change to the busi-
ness. Any deficiencies found or correc-
tive action taken shall be documented.

(g) Testing and audit. Each business
continuity and disaster recovery plan
shall be tested annually by qualified,
independent internal personnel or a
qualified third party service. The date
the testing was performed shall be doc-
umented, together with the nature and
scope of the testing, any deficiencies
found, any corrective action taken, and
the date that corrective action was
taken. Hach business continuity and
disaster recovery plan shall be audited
at least once every three years by a
qualified third party service. The date
the audit was performed shall be docu-
mented, together with the nature and
scope of the audit, any deficiencies
found, any corrective action taken, and
the date that corrective action was
taken.

(h) Business continuity and disaster re-
covery plans required by other regulatory
authorities. A swap dealer or major
swap participant shall comply with the
requirements of this regulation in addi-
tion to any business continuity and
disaster recovery requirements that
are imposed upon the swap dealer or
major swap participant by its pruden-
tial regulator or any other regulatory
or self-regulatory authority.

(1) Recordkeeping. The business con-
tinuity and disaster recovery plan of

§23.605

the swap dealer and major swap partic-
ipant and all other records required to
be maintained pursuant to this section
shall be maintained in accordance with
Commission Regulation §1.31 and shall
be made available promptly upon re-
quest to representatives of the Com-
mission and to representatives of appli-
cable prudential regulators.

§23.604 [Reserved]

§23.605 Conflicts of interest policies
and procedures.

(a) Definitions. For purposes of this
section, the following terms shall be
defined as provided.

(1) Affiliate. This term means, with re-
spect to any person, a person control-
ling, controlled by, or under common
control with, such person.

(2) Business trading unit. This term
means any department, division, group,
or personnel of a swap dealer or major
swap participant or any of its affili-
ates, whether or not identified as such,
that performs, or personnel exercising
direct supervisory authority over the
performance of, any pricing (excluding
price verification for risk management
purposes), trading, sales, marketing,
advertising, solicitation, structuring,
or brokerage activities on behalf of a
swap dealer or major swap participant
or any of its affiliates.

(3) Clearing unit. This term means any
department, division, group, or per-
sonnel of a swap dealer or major swap
participant or any of its affiliates,
whether or not identified as such, that
performs, or personnel exercising di-
rect supervisory authority over the
performance of, any proprietary or cus-
tomer clearing activities on behalf of a
swap dealer or major swap participant
or any of its affiliates.

(4) Derivative. This term means:

(i) A contract for the purchase or sale
of a commodity for future delivery;

(ii) A security futures product;

(iii) A swap;

(iv) Any agreement, contract, or
transaction described in section
2(c)(2)(C)(1) or section 2(c)(2)(D)({1) of
the Act;

(v) Any commodity option authorized
under section 4c of the Act; and

(vi) Any leverage transaction author-
ized under section 19 of the Act.
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